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Summary of Changes

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 81, Guide Version 81.7 3

Documentations of the newly released CP920and W60 IP phones have also been added.

Changes for Release 81, Guide Version 81.72

Documentations of the newly released CP960IP phones have also been added.

Changes for Release 81, Guide Version 81.71

Documentations of the newly released CP860 SIRT54S T52SIP phones have also been added.

Changes for Release 81, Guide Version 81.7 0

Documentations of the newly released W56P/W52P/SIRT58V/T58A/T56A/T40G IP phones have
also been added.






Introduction

Introduction

Yealink IP phones are fultfeatured telephones that can be plugged directly into an IP network
and can be used easily without manual configuration.

This guide provides instructions on how to provision Yealink IP phones with the minimum
settings required. Yealink IP phones support FTP, TFTP, HTTP, and HTTPS protocolsdato
provisioning and are configured by default to use the TFTP potocol.

The purpose of this guide is to serve as a basic guidance forprovisioning Yealink IP phones,

including:
Yealink SIRT58VA
Yealink SIRT56A
Yealink SIRT54S
Yealink SIPT52S
Yealink SIRT48GS
Yealink SIRT46GS
Yealink SIPT42GS
Yealink SIPT41RS
Yealink SIRT40RG
Yealink SIRT29G
Yealink SIRT27RG
Yealink SIRT23P/G
Yealink SIPT21(P) E2
Yealink SIPT19(P) E2
Yealink CP860
Yealink CP960
Yealink CP920
Yealink W60

Yealink W52P/W56P

The auto provisioning process outlined in this guide applies to Yealink
SIRT54S/T52S/46@T46S/TA2GIT42S/TA1PITALS/TA0RTA0G/T29G/T27P/T27G/T23P/T23G/
T21(P) E2/T19(P) EZP86Q CP920, W60, W52P and W56 phones running firmware version
81 or later and CP960/SIPT58V/T58A/T56A IP phones running firmware version 80 or later We
recommend that IP phones running the latest firmware CANNOT be downgraded to an earlier
firmware version. The new firmware iscompatible with old configuration parameters, but not
vice versa
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Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the auto
provisioning process, the following steps are required:

Obtaining the Boot File
Obtaining Configuration Files

Obtaining Phone Information

Obtaining the Boot File

You can use a boot file to customize the download sequence of configuration files. The
configuration files are flexible: you can rearrange the configuration parameters within the
Yealink-supplied template configuration files or create your own configuration files from
configuration parameters you want. You can create and name as many configuration files as you
want and your own configuration files can cont ain any combination of configuration parameters.
It is efficiently for you to provision your IP phones in different deployment scenarios, especially
when you want to apply a set of features or settings to a group of phones.

Before beginning provisioning, you need to obtain the Yealink-supplied template boot file
named as]y000000000000.bootDZ he IP phone tries to download the boot file first, and then
download the configuration files referenced in the boot file in sequence during auto

provisioning.
Yealnk supports the following t wo types of boot files:

MAC-Oriented boot file (e.g., 00156574b150.boot)
Common boot file (y000000000000.boot)

You can ask the distributor or Yealink FAEor the template boot file.

Obtaining Configuration Files

Before beginning provisioning, you also need to obtain template configuration files. There are
two configuration files both of which are CFG-formatted. We call these two files Common CFG
file and MAC-Oriented CFG file. You can also create and hame as many configuration fés as you
want (e.g., account.cfg, sip.cfg, features.cfg) by using the template configuration files. The
custom configuration files can contain the configuration parameters of the same feature

modules for all phones.

If boot file is found on the provisioni ng server, the IP phones download the boot file first, and
then download the configuration files referenced in the boot file in sequence during auto

provisioning . You can customize the download sequence of configuration files in the boot file as
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required. If boot file is not found on the provisioning server, IP phones download the common
CFG file first, and then the MAC Oriented CFG file during auto provisioning §i.e.,the old
mechanism for auto provisioning . You can select whether to use the boot file or not for auto

provisioning according to your deployment scenario.

IP phones also supportlocal configuration file s named as <MAC>-local.cfg. When a user
modifies configurations via web user interface or phone user interface, the non-static settings
will be automatically saved to the MAC-local CFG file onthe IP phone.

You can ask the distributor or Yealink FAEor template configuration files. You can also obtain
the template configuration files online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .
To download template configuration file s:

1. Goto Yealink Document Download page and select the desired phone model.
2. Download and extract the combined configuration files to you r local system.

For example, thefollowing illustration shows the template files available for SIP-T23G IP

phones running firmware version 80.

IP Phone SIP-T23G

3. Open the folder you extracted and identify the files you will edit.

Obtaining Phone Information

Before beginning provisioning, you also need the IP phone information. For example, MAC

address and the SIP account information ofthe IP phone.

MAC Address: The unique 12-digit serial number of the IP phone. You can obtain it from the
bar code on the back of the IP phone.

SIP Account Information : Thismay include SIP credentials such as user name, password and IP

address of the SIP server. Ask your system administrator for SIP account information.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Provisioning Yealink IP Phones

Provisioning Yealink IP Phones

This section provides instructions on how IP phones interoperate with provisioning server for
auto provisioning, and shows you four major tasks to provision the phones. It will help users

who are not familiar with auto provisioning to understand this process more easil y and quickly.

Auto Provisioning Process

When IP phones are triggered to perform auto provisioning, they will request to download the
boot files and configuration files from the provisioning server. During the auto provisioning
process, the IP phone will download and update configuration files to the phone flash.

The following figure shows how the IP phone interoperate s with the provisioning server:

Request to Download Boot
Files and Configuration Files

Aug
(o]
ProVis,bn .
n,

=

IP Phone

Provisioning Server

Download Boot Files, Configuration
Files and Update Configuration Files
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Major Tasks for Auto Provisioning

You need to complete four major tasks to provision Yealink IP phones.

The following figure shows an overview of four major provisioning tasks:

1 - o : 3 L
“ Comguanga b . . - W
ong th. Otrainng the |‘"""'I.- I-“

\
» |.
=
Boot Filea: Pravisioning Sarves: Ways 1o Obtan the Warys fo paricem the auo
®  MAC-Onented Ecot File ®Fp Provisoning Sesves v Lo
®  Common Book File e [FIp Address : ® Pawar On
won FHea: e HITP ® Zaro Touch o R ot
®  Custom CFG File ® HTTPS ® Dhug and Piay (PnP) . V\M‘ccklv Y
® Common CFG File ® DHCP Optiors R e
® MAC-Onented O-G File ® Phone Flosh —:ux»t;'f.- \uto Provision
® MACIclCFG Fils ® Confguring Wikdcord & M mode Mize
® Rasource Fies of tha Prowsioning < SI;F:OTI‘YGM;
~Lov Focks Sarver LRL ’ 3sage
- AutoOS T xrn) ® Auto Provsioning wo
confoetond Activotion Code
- upe_ssorcham! fmﬂwl ;lnn flasd:
- fovovets, seftingaomy ® Startup

- glalaow
For more information on how to manage boot files, refer to Managing Boot Files on page 11.

For more information on how to manage configuration files, refer to Managing Configuration
Fileson page 15.
For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Serveron page 22.

For more information on how to obtain the provisioning server address, refer to Obtaining the

Provisioning ServerAddress on page 26.
For more information on how to perform the auto provisioning process, refer to Triggering the

IP Phone to Perform the Auto Provisioning on page 34.

If you are not familiar with auto provisioning processon Yealink IP phones, you can refer to An

Instance of Auto Provision Configuration on page 7.
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An Instance of Auto Provision Configuration

This section shows an instance of auto provision configuration.

1.

Manage boot files.

Specify the desired download path (e.g., tftp:// 10.2.5.193network.cfg) of the configuration
files in the boot file (e.g.,y000000000000.boof). For more information, refer to Managing
Boot Fileson page 11.

#!'version:1.0.0.1
$#% The header gbove must appear as—-is in the first line

overwrite mode = 1

include:config <tftp://10.2.5.193/network.cfg>
include:config <../sip.cfg>
include:config "features.cfg™

Manage configuration files.

Add/Edit the desired configuration parameters in the CFG file (e.g.features.cfg) you want
the IP phone to download. For more information on how to manage conf iguration files,
refer to Managing Configuration Files on page 15.

features.cfg x

10 20 a0 40 £0

#!version:1.0.0.1

features.dnd mode = 0

features.dnd.enable = 1

ringtone.url = tfrp://10.2.5.1533/Customring.wav

3. Configure the TFTP server.
1) Placeboot files and configuration files to TFTP root directory (e.g., D\TFTP Directory).
Address CATETP Directary b . a0
ﬂ nekwoark.cfg
ﬂ sip.cfg

'_ﬂ fFeatures.cfg
w 000000000000, book
@:']Custnmring.wav
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2) Startthe TFTP severThe IP address of the TFTP server is shown as below:

ICDwewen -
=

e Yew Heg

3) SelectConfigure TFTP Server. Click the J button to locate the TFTP root directory

from your local system.

| T Server it Pwwr | Bytes | Status
|4 2010 09:3G:13 locs 0 Listening for TFTP requests on [P addressi 10.2.5193, Port &5
IC0wemon Configurasion ]-:;-‘
FTT Profiles Syaleg Configuration
Ganaral Candi paratien PP Coafipaatisn

Create Lisectery twner in lacwming file tdv

Allow averwrits of sxizting filex?

D \TPIF Directeey)

=

Uplond/Jovnlond

Per“pechel timeont it secends

Maciwmm ratries

Tatwr frane tranmdssion f

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Serveron page 22.
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4. Configure the provisioning server address on the IP phone.

Yealink |
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Auto Provison
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w=h eRnrg Jerver usng
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Enter the access URL of

1 e
the provisioning server In o iceen e ta me

the Server URL field

B vou can cAck here to get
more gudes.

For more information on how to obtain the provisioning server address , refer to Obtaining

the Provisioning ServerAddress on page 26.

5. Trigger the IP phone to perform the auto provisioning.

Yealink | 2

Preference
Time & Date
Call Dsplay
Upgrade
Configuration
Dial Plan

Voice

Ring

Tones

Softkey Layout
TROGO

Voice Monitoting

s

Auto Provison

PP Actve

DHGP Actve

Custom Opton{128~254)
DHCP Option Value
Server URL

User Marm

Password

Arterrot Bxpeed Time(s)
Common AES Key
MAL-Qrented AES Key
Zevo Actve

Wak Time(1~1005)
Power On

Repeatedy
IntervalMnutes)

Weeldy

Weekly Upgade Intenal0~12week)

Inactvty Teme Expre(0-~120mn)

Tesw

Day of Week

® On off
® On off
Mo 10.2.5.19%

EXTTTRTNY

s

wesesene

Osavec

S

® 0o o
On @ Off

On & Of

00 :00 - 00 :

¥ Sunday

¥ Tuasday

update configunaton fled 1o the
phone fash,

1 You can cick here to get
more guides.

¥ Thursday

v frcay

/- Saturday
On & of

Click the Autoprovision Now to
perform the auto provisioning
process immediately.

£

Gl

For more information on how to trigger the phone to perform the auto provisioning , refer to

Triggering the IP Phone to Perform the Auto Provisioning on page 34.
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Managing Boot Files

Managing Boot Files

Yealink IP phones support downloading CFG filesreferenced in the boot files in sequence.
Before beginning provisioning, you may need to edit and customize your boot files.

You can edit the template boot file directly or create a new boot file as required. Open each
boot file with a text editor such as UltraEdit.

Editing Common Boot File

The common boot file is effectual for all phones.l t uses a ydoDORGO@DO0A.loORES |
the file name.

The following figure shows the contents of the common boot file:

F!versinn:l.ﬂ.ﬁ.l
$#% The header above must appear as-is in the first line

include:config <xxx.cfg>
include:config "xxx.cfg"

overwrite mode = 1

When editing the boot file, learn the following:

The |l ine beginning witdmnmeiDZ i s consi dered to be a

The file header J#!version:1.0.0.1DZis not a comme
cannot be edited or deleted .

The file format must be *.boot.

Each JincludeDZstatement can reference a configura
file format must be *.cfg. The JincludeDZstatement

needed. It means one or more CFG files can be referenced in the boot file.

Each jJincludeDZstatement must wuse the following fo

include:config < download path of the CFGfile> or i nc | dawveloadpat 6f the |
CFG fil®Z

The download path of the CFGfile must point to a specific CFG file. It supports the
following path forms:

- Relative path (relative to the boot file ):

For example,sip.cfg, HTTP Directorysip.cfg, ..sip.cfg, etc.
- Absolute path (or URL)

For example, http://10.2.5.258/HTTP Directorysip.cfg.

The CFGfiles are downloaded in the order listed (top to bottom). The parameters in the

11
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new downloaded configuration files will override the duplicate parameters in files
downloaded earlier.

joverwrite_mode = 1DZ means overwrite mode is enabl
applied to the configuration files specified to download. This parameter can only be used

in boot files. Overwrite mode includes the following features:

- The NULL values take effect (if the value of a parameter in configuration files is left

blank, the factory default value can take effect.)

For example, the | abel dvalueofdhepacameter 1 i s JabcDZ a
jaccount . 1.1l abel DZis |l eft blank in the configura
account. 1.1 abel = JD3. The factory default value
provisioning. So the label for account 1 will be deleted.

- The deletions of the configuration parameters take effect (if a parameter in
configuration files is deleted, the factory default value can take effect immediately.)

For example, account.1l.enable = 1 is deleted or commented out in the configuration
files. The facory default value 0 takes effect after auto provisioning. So account 1 is
disabled.

Note that if a boot file is used but the value of
configured, the default value 1 will take effect. If you want to disable the overwri te mode,
configure Joverwrite_mode = 0DZin the boot file.

Note Overwrite mode only affects the non-static settings configured using configuration files.

If you do not use the boot file for auto provisioning, overwrite mode is disabled by default and
you are not allowed to enable it.

Creating MAC-Oriented Boot File

12

The MAG Oriented boot file is only effectual for the specific phone. It use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented boot file has to be named as 00156574b150.boot

(case sensitive) respectively.

The IP phones try to download the MAC -Oriented boot file first from the server during auto
provisioning first. If no matched MAC-Oriented boot file is found on the server, the IP phones

try to download the common boot file.

If you want to create a MAC-Oriented boot file for your phone, follow these steps:
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To create a MAC-Oriented boot file:

1. Create a boot file for your phone. Ensure the file complies with the guidelines that are listed
in Editing Common Boot File on page 11.

2. Copy the contents from the common boot file and specify the configuration files to be

downloaded.

One or more configuration files can be referenced in the boo't file. The following takes two

configuration files for example:

00156574b150.boot

mllll|lll1IDIIII|III2II:IIIII|III3II:IIIII|III4II:IIIII|III5II:IIIII|III
#!vergion:1.0.0.1
$#% The header above must appear as-iz in the first line

include:config <account.cfg>
include:config "network.cfg®™

overwrite mode = 1

3. Save the changes and close theMAC-Oriented boot file.

You can also make a copy of thecommon boot file, rename it and then edit it.

13
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Managing Configuration Files

Auto provisioning enables Yealink IP phones to update themselves automatically via
downloading Common CFG MAC-Oriented CFG custom CFGand MAC-local CFGfiles. Before
beginning provisioning, you may need to edit and customize your configuration files.

You can edit the template configuration files directly or create a new CFG file as requiredOpen
each configuration file with a text editor such as UltraEdit.

For more information on description of all configuration parameters in configuration files, refer
to Yealink_SIPTZ2_Series T19(P) E2_Beries T5_Series CrBeries IP Phones Description of
Configuration Parameters in CFG FilesV81xisx Yealink DECT IRPhones Description of
Configuration Parameters in CFG Filesisxor

Yealink_SIPT5 Series CP960 IP_Phones_Description of Configuration Parameters in CFG
Files.xlsx

Editing Common CFG File

The Common CFG file is effectual for allphones of the same model. It uses a fixedname
jy0000000000XX.cfd@ds the file name, where "XX" equals to the first two digits of the hardware
version of the IP phone model.

The names of the cmmmon CFG filerequirements for the phone model are:

Phone Model Common CFG File
CP960 y000000000073.cfg
SIRT58VA y000000000058.cfg
SIRT56A y0000000000%5.cfg
SIP-T54S y000000000070.cfg
SIRT52S y000000000074.cfg
SIRT48S y00000000006b.cfg
SIRT46S y000000000066.cfg
SIRT42S y000000000067.cfg
SIRT41S y000000000068.cfg
SIRT48G y000000000035.cfg
SIRT46G y000000000028.cfg
SIRT42G y000000000029.cfg
SIRT41P y000000000036.cfg

15
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Phone Model Common CFG File
SIRT40P y000000000054.cfg
SIRT40G y000000000076.cfg
SIRT29G y000000000046.cfg
SIRT27P y000000000045.cfg
SIRT27G y000000000069.cfg

SIRT23P/G y000000000044.cfg
SIRT21(P) E2 y000000000052.cfg
SIRT19(P) E2 y000000000053.cfg

CP860 y000000000037.cfg
CP920 y000000000078.cfg
W60 YO00000000077.cfg
W52P/W56P y000000000@5.cfg

Common CFG file contains configuration parameters whichapply to phones with the same

model, such as language and volume.

The following figure shows a portion of the common CFG file:

urezicn Fersmetecss in COFC Filas.xiszx.®

o e "
R L R R R

static.network.dhop _host name =

LR L T L R R R R R
vanced "
L R R R R R

When editing the common CFG file, learn the following:

The |l ine beginning with J#DZis considered to be a

Thefleheader J #!version:1.0.0.1DZis not a comment anc

cannot be edited or deleted .
The file format must be *.cfg.
The filename complies with the requirements that are listed in the above table.

Each line must use the following format and adhere to the following rules:

16
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Configuration Parameter= Valid Value
- Separate each configuration parameter and value with an equal sign.
- Set only one configuration param eter per line.

- Put the configuration parameter and value on the same line, and do not break the line.

Editing MAC -Oriented CFG File

The MAG-Oriented CFGfile is only effectual for the specific phone. It use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B15Q the MAC-Oriented CFGfile has to be named as 00156574b150.cfg

(case sensitive) respectively.

MAC-Oriented CFG filecontains configuration parameters which are expected to be updated

per phone, such as the registration information.

The following figure shows a portion of the MAC-Oriented CFG file

1¥ vexalonil, 0, 0,1

##File hesder "#!versionil,0,0,1% can not be edised or deleted, and ®uss be placed in che fixsc line.##

##This cewplace file i3 spplicsble oo IF phones running firewsre versior ar lacer.#

##For ¥ore inforsacion on configuracion parawecers, refer oo Desoripsion of Configuracion Parawecera in ©F8 Flles,waluds
B Aooounsl Basin Sescings E

$#Ic configures che cxsnaporc cype for soogunt 1, 0-UDE,1-TCE,2-TLE, 3-CHA-HAETR
$The defsulc valus is 0,

mi0g
LELE

Enable =
label =
vdisplay_nawe =
BUGh_nawe =

«1.81p BEXVEX
«1.81p BEYVRE

nyps =
nype =

uri

E2d

Failbaak i

LIul
LIul
LIul
LLfel

ne. 1. nspsr_build =

Aullbmck, sedundanoy_sype =
Anllback, ciwsous =

ne. l.adp server, ], sddvess =

When editing the MAC-Oriented CFG file, learn the following:

The | ine beginning with [J#DZis considered

The file headerDZJi#! meontsiaomc:omm&.n@. Bnd must
cannot be edited or deleted .

The file format must be *.cfg.

The filename matches the MAC addressof your phone.

Each line must use the following format and adhere to the following rules:
Configuration Parameter= Valid Value

- Separate each configuration parameter and value with an equal sign.

- Set only one configuration parameter per line.

17
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- Put the configuration parameter and value on the same line, and do not break the line.

SIRT58V/T58A/T56A/T54STA8G/T48SITA6GIT46S/T29GIP phones support 16 accounts,
SIRT52S/T42G T42S IP phones syport 12 accounts, W60 DECT IP phones support 8 accounts.
SIP-T41P/T41S/T27RT27G IP phones support 6 accounts, W52P/W56P IP DECT phones
support 5 accounts; SIRT40RAT40G/T23P/T23G IP phones support 3 accounts SIRT21(P) E2P
phones support 2 accounts, CP960/CP920/CP8605IR T19 (P) E2IP phones sipport only one
account.

18
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Creating a New CFGHFHile

If you want to create a new CFG file for your phone, follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensurehe file complies with the guidelines that are listed
in Editing Common CFG Fileon page 15 or Editing MAC-Oriented CFG Fileon page 17.

2. Copy configuration parameters from the template configuration files and set the valid

values for them.

settings.cfg x

mIIII|III1II:IIIII|IIIEII:IIIII|III3II:IIIII|III4II:IIIII|IIIEIDIIII|III
#!version:1.0.0.1

phone setting.phone lock enable = 1

phone setting.phone locak lock key type = 0
features.dnd mode = 1

static.lang.wui = English
static.lang.gui = English

3. Savethe changes and close the CFG file.

You can also make a copy of the template configuration file, rename it and then edit it.

Managing MAC -local CFG File

By default, MAC-local CFG fileautomatically stores non-static settings modified via web user
interface or phone user interface. This file is stored locally on the IP phone, but a copy can also
be uploaded to the provisioning server (or a specified URL configured by

jstatic. aut o_pr ovi si on . This fileeoahies theg phane tp ke¢phudes
personalization settings, even after auto provision. As with the MAC-Oriented CFG files,
MAC-local CFG files are only effectual for the specific phone too. Theyuse the 12-digit MAC
address of the IP phone as the file name.For example, if the MAC address of the IP phone is
00156574B15Q MAC-local CFG filehas to be named as 00156574b150-local.cfg (case sensitive).

I f your tuRentfitmwaresvérsiond o e ssoppdrt generating a <MAC> -local.cfg file,
the IP phone will automatically generate a MAC-local CFG fileafter it is upgraded to the latest
firmware.
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For more information on how to keep user personalization settings, refer to

Yealink SIPT2 Series T19(P) E2 T4 Series Series CFSeries/P_Phones Administrator GuideV8]
Yealink DECT IRPhone Administrator Guide V81or

Yealink_SIPT5 Series CP960 IP_Phones Administrator_ Guide

We recommend you do not edit the MAC-local CFG file. If you really want to edit MAG local
CFG file, you can export and then edit it.

For more information on how to export CFGfiles, refer to Yealink SIPT2 Series T19(P)
E2 T4 _Seried5_Series CFRSeries/P_Phones _Administrator_ GuideV81 Yealink DECTIP
Phone Administrator Guide V81or

Yealink_SIPT5_Series CP960P_Phones Administrator_ Guide

Encrypting Configuration Files

To protect against unauthorized access and tampering of sensitive information (e.g., login
password, registration information), you can encrypt configuration files using Yealink
Configuration Encryption Tool. AES keys must be 16 characters and the supported characters
contain: 0~ 9, A~ Z, a ~ zand the following special characters are also supported: # $ % * +, - . :
=?2@[]"™_{}~. For more information on how to encrypt configuration files, refer to Yealink

Configuration Encryption Tool User Guide

Customizing Resource Files

When configuring some particular features, you may need to upload resource files to IP phones,
such aspersonalized ring tone file, language package file and logo file. Yealink suppliesthe
following resource file templates:

Feature Template File Name
DST AutoDST.xml
For example,

000.GUI.English.lang
Language Packs
1.English_note.xml

1.English.js
Replace Rule dialplan.xml
Dial-now dialnow.xml

CallFailed.xml

Callln.xml

Softkey Layout ]
Connecting.xml

(not applicable to
CP960MW52P/W56F
W60 DECT IRphones)

Dialing.xml (not applicable to SIRT58V/T58A/T56A/T48G T48S IP
phones)

RingBack.xml

Talking.xml
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Feature

Template File Name

Directory

(not applicable to
SIRT58V/T58A/T56A/
CP960IP phones)

favorite_setting.xml

Super Search in
dialing

super_search.xml

Local Contact File

contact.xml

Remote XML Phone
Book

Department.xml

Menu.xml

Ring Tone

(not applicable to

None

W52P/W56P/W60
DECT Iphones)

Logo customization

(not applicable to
W52P/\W56PW60
DECT Iphones)

None

Wallpaper

(not applicable to
W52P/W56P/W60
DECT IPphones)

None

For
SIRT54S/T52ST48G/T48S/TA6G/TA6S/TA2/TA2SIT4A41P/T41S/T40
IT29G/T27PIT27G/T23P/T23G/T21(P) E2/T19(P) E2:
X.8L0XXrom

For example,

Firmware 44.81015.rom
For SIRT58VIT58A/T56A/CP960:
X.80.0.XX.rom

For example,

58.80.0.10.rom

Ask the distributor or Yealink FAE for resource file templates For more information on an
explanation of the configuration parameters that relate to these features, refer to

Yealink SIPT2 Series T9(P)

E2 T4Series T5 Series CF5eries!P_Phones Administrator GuideV81 Yealink DECT IRPhone
Administrator Guide _V81or Yealink SIPT5 Series CP960 IP_Phones Administrator Guide
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Configuring a Provisioning Server

Yealink IP phones support using FTP, TFTP, HTTP and HTTPS protoctdsdownload boot files
and configuration files. You can use one of these protocols for provisioning. The TFTPprotocol

is used by default. The following section provides instructions on how to configure a TFTP
server.

We recommend that you use 3CDaemon or TFTP32 as a TFTP serveBCDaemoand TFTPD32
are free applications for Windows. You can download 3CDaemononline:

http://www.oldversion.com/3C om-Daemon.html and TFTB32 online: http:/tftpd32.jounin.net/ .

For more information on how to configure FTP and HTTP servers, refer taConfiguring an FTP
Serveron page 52 and Configuring an HTTP Serveon page 55.

Preparing a Root Directory

22

To prepare a root directory:

1. Create a TFTRoot directory on the local system (e.g., DATFTP Directory)

2. Placethe boot files and configuration files to this root directory.

Address DA TFTP Directory b Go
E] nebwork, cfg
ﬂ sip.cfg

E] Features,cfg
w100000000000, book
@Custnmring.wav

3. (Optional.) Set security permissionsfor the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write or modify.
Security permissbns vary by organizations.


http://www.oldversion.com/3Com-Daemon.html
http://tftpd32.jounin.net/

Configuring a Provisioning Server

An example of configuration on the Windows platform is shown as below:

Gereal | Shanng  Secutly | Customize
Group of user names
m Admarustrators [VANS TDS0\Amarustrstors ) ~
€0 CREATOR OWNER
m Everyore
€ Hi Jame: [ahd@my servarnams. com|
R svsTEm v
< >
| Agd | Bemove |
Pemssuons o Everyone (;’.hw \ Dery
Ful Conirgl &
Moddy v
Read L Execute 3
Lt Folder Content
Read v
Wie [v
¢ & L v
E i) Dladasiaalon \ J
For special peimissions of for advanced settngs. | Acy\;j
chek Advanced -
[ Ok || Cancst || apoh

Configuring a TFTP Server

If you have a 3CDaemon application installed on your local system, use it directly. Otherwise,

download and install it.

To configure a TFTP server:

1. Double click 3CDaemon.exe to start the application .
A configuration page is shown as below:
BB st lweorcn el
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2.  SelectConfigure TFTP Server. Click the J button to locate the TFTP root directory from

your local system:

| TITE Server [ | start Time Pwer | Bytes | Status

| Ad 12, 2010 09:3G:13 loca 0 Lstering for TFTP requests on [P address 10.2.5193, Port &5

3IC0wwmon Configuration [

IT? Profiles Syaleg Configuration

Gonaral Candi garatien TP Coafipaatisn

Create Lisectety nwmes in Lacoming file tdv

Allow averwrite of sxizting filag?

Uplosd/Jevzlond D \IPIF Dirscteeyh 0]

Par“gechel timsont in secends

Maciwmm ratries

Taterfrane (ransmission ¥

3.  Click the Confirm button to finish configuring the TFTP server.

TheserverURL] t f t p¢ Heé i €/ DX tReDE achdressnokthe provisioning server, for
example, DZ f 10R:5.093 DOwhere the IP phone downloads configuration files from.
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Obtaining the Provisioning Server Address

Yealink IP phones support obtaining the provisioning server addressin the following ways:

Zero Touch
Plug and Play(PnP) Server
DHCPOptions
Phone Flash
Configuring Wildcard of the Provisioning Server URL
The priority of obtaining the provisioning server add ress is as follows: Zero Touch-->PnP

Server-->DHCP Option s (Custom option -->option 66 -->option 43) -->Phone Flash The
following sections detail the process of each way(take the SIRT23G IP phone as an example.

Zero Touch

26

Zero Touch allows you to configure the network parameters and provisioning server addressvia
phone user interface during startup. This feature is helpful when there is a system failure onthe

IP phone. To use ZeroTouch, make sure this £ature is enabled. This feature is not applicable to

W52P/W56P/W60 IP phones.

To configure zero touch via web user interface :

1. dlick on Settings ->Auto Provision .
2.  SelectEnabled from the pull -down list of Zero Active .

3.  Enterthe desired wait time in the Wait Time (1~100s) field.

The default value is 5.

Yealink | e

Wrfnemor goncd
PP Acte 4 On on
Tane & Date Autu Provison
DHG Artve * o o Of The & poone Can Freroeate
WEE, DrOWIOORY SaIVer Usng
ey Custom 0poon(128-254) e wito rovmgrng fsr desloyng
1 P pharus
\pgradn OHCP Dpten Ve Y When the P shigre Uggen ta
. pacfam sitn powsnieg, & o
A0 POV Server AL NOAR 10 dowrkat the
corfigurazon Hes from 2o
eur Hama
FrTABOTNg pever, CuIRQ the
Comfyianton LD SrovStIng PrOCuM, the
Pasoont o P phaos v dowroas g
Otsf Plany update configratan et to the
Actempt Bored Timeds) 5 stare fen
Voscr Crrrevam ARS Koy snannd You €st Ch0K harv 1 get
gy NAC Dvwtet AES Ky R st S g
Zio At Exabiv v
Tones
Wt Tere 1~100%) 3
Satthey Leyoat
= Poner On * On on
o Mepeatadly On & on
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4. Click Confirm to accept the change.

When Zero Touch is enabled, there will be a config uration wizard during startup:

——&ra Taush———

Update now? 4=

Pressthe OK soft key.

The network parameters are configurable via phone user interface:

Switch

Pressthe Next soft key after finishing network settings.

Configure the provisioning server address authentication user name (optional) and password

(optional) in the Auto Provision screen

An example of screenshotis shown as below:

——#ta Frowvizion

‘E-. 194 EDEDIyDDDDDDDDDH

Press theOK soft key.

After the above configuration is completed , the IP phone will connect to the configured

provisioning serverand perform the auto provisioning processduring startup .

Plug and Play (PnP) Server

Yealink IPphones support obtaining the provisioning server address from the PnP server The IP
phone broadcasts the PnP SUBSCRIBEmessage to obtain the provisioning server address during

startup. To use Plug and Play, make sure this feature is enabled.
To configure P nP via web user interface :

1. Clickon Settings ->Auto Provision .
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2. Mark the On radio box in the PNP Active field.

Yealink | ==

e b .

[ P Active 4 o Loon ]
Thow & Dt Aute Provmion
ISP Actwe .o o Tha 17 phone G0 plaDeGls
W pCOVERNING SarM N
Call Utsjitoy Custon 0ptoe(1 28~ 154) adnn W0 pegvmnng fr depoyrg
e P phave
ipgrade: DHCF Opton Valuw —

Whar, the B prone Do
perform auts provssnng, ¢ wh

MITO Prowimkon Sarver LR Iedimtt £ dertud tha
Unde Mafve configuaten fies from the
pravsionrg terver, Dung the
Configgan alun . D PUYRENEG pracess, the
Raaesrs ol ¥ grate wi 0AnEec and
Dl Pan UZCE CONTQUton Pes 70 e
Artangt Bxored Trreds) 5 orone fash
Vouce Common ASS Key Rapennted (8 vou o click hers 1o get
ong MACOnastag AES iy rr— mare Juies
' Jwg Actue Frabint v
Ones
War Time{1~2005) 5
Sordthey Layont
Foww Qr * on on
\ Reosatecl On * Oof
Ve Monltorng Plarakweute) 1440
Wy B On & off

Voeeky Usracda IrtanafD-a2west) |4

Pactvity Trre Bore(0+]20me) a

3. ClickConfirm to accept the change.

Any PnP server activated in the network responseswith a SIP NOTIFY message and an
address of the provisioning server is contained in the message body.

FEM A S0
Sazmnc: seuietie 2 '0:is ). L v
Stermyr 20 o A atep)

O oot ibiwel. FiN b Fodats & Miskiend ¥ Soket & Rl b

After the IP phone obtains the provisioning server address from the PNP server, it willconnect

to the provisioning server and perform the auto provisioning process during startup .

DHCP Options

Yealink IP phonessupport obtaining the provisioning server address by detecting DHCP options
during startup .
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The phone will automatically detect the option 66 and option 43 for obtaining the provisioning
server address. DHCP option 66 is used to identify the TFTP server. DHCP option 43 is a
vendor-specific option, which is used to transfer the vendor-specific information.

You can configure the phone to obtain the provisioning server address via a custom DHCP
option. To obtain the provisioning server address via a custom DHCP option, make sure the
DHCP option is properly configured on the phone. The custom DHCP option must be in

accordance with the one defined in the DHCP server.
For more information on how to configure a DHCP server, refer to Configuring a DHCP Server
on page 59.

To configure the DHCP option via web user interface:

1. Clickon Settings ->Auto Provision .
2. Mark the On radio box in the DHCP Active field.

3. Enter the desired value in the Custom Option (128~254) field.

Yealink | . ‘

eetimennr
o Actve & on L oon
Tune & Dote Auto Provmion
DHEP Actve * o of Tha tF phoes G RERICDEGLY
WEN pCOVIRNING Sareet sI0p
Cuf Usgtry CURIm OpLent 128-254) 128 w10 proveonrg far Jepayrg
e P staces
Upgreae OHCP Ot Vekw resra
Yitar the P prone taggens to
reer URL perfoem ity provisenng, & wil
AURD Provisos Seeri TOTLNEL T0 damekiad the
frompee configusation fes from the
—t— prsvmoneg jerver. Dumng the
Coalyuratong D pAaVEON g Draces, te
Paswwoed dom: ¥ shose wil Buanac and
Ol Plam upcate confguntion fed 7o the
Attergt Sxpved Tinels) 5 prone fath
Vol s —— e
SR A T [ You cin Gk herk to get
Al
g MACOerred AES Key J——— are gudes:
e e = - .
Tanes
#t Tl =108
Safthey Lagout
Power O "o o
1ROy P—— n o
Voo Mot = e i Mintes| 148

N

Wesity Upgrade Serval0-12vseh) 4

fracvey Teme Eore(3130mn}

4.  Click Confirm to accept the change.

During startup, the phone will broadcast DHCP request with DHCP options for obtaining the
provisioning server address. The provisioning server address will be found in the received DHCP

response message.

After the IP phone obtains the provisioning server address from the DHCPserver, it will connect
to the provisioning server and perform the auto provisioning process during startup .

For more information on the DHCP options, refer to Yealnk SIPTZ2 Series T19(P)

E2 T4 Seried5 Series CFSeriesIP_Phones Administrator GuideV8] Yealink DECT IRPhone
Administrator Guide _V81or Yealink SIPT5 Series CP960 IP_Phones Administrator Guide
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The following figure shows the example messages of obtaining the TFTP server address from a

custom DHCP opgtion:

GALBND ]

[ o thorcm (Wesshark LAT [V s 41373 bom flurk L8
Pe for Yew Go Caoture Anwvie Sowstcs Tekgtosy Toos Jriemun  Hep
BEdae c@xsae neesT2 BEF aaan sy 8

Fiter: sip || Dzoss =] Eaprwesddon. Claar S0
No Time Soote Destiratior Pemocok Length [rdo
34 17,067478 0,0,0,0 55955385, 090 o 190 DIKF Qiscovwr’ — Tramaceion I0 OstseVanrs
2518137781 10.2,8.10% ¢ 10.2.8.308 oo 342 pHeF OTTer ~ Transaccion 10 OafdedisT2.
5 u.m?m 0.9.0,0 3}5.255.355 HSW 300 DHOP REWAST - Tranzaction 10 mr':,
: 2 V) 3 ramacrion 1o Outs

s STharnet 2z, sSrc; veware _09:51:7a (00:0c:20:00:51:73), pst: xtamenve_38:28 68 (00:1%:65:34:28:d8)
¥ IATArnet srotocol verstonm 4, srel 10,2:8.105 (10.2.6.103), ost: L8108 [10.2.5.105)
'« User Batagram Protocol, Arc bort: bootps (67), Ost rort: bootpc ru'
Bootstrap Protacol
Nessape type: Boot Reply (2]
Hardeare type! Etherret
Hardeae e address Teoath: §
nops: O
transaction 1o: OxESeRés™2
deconds elapsed: 100
& Bootp flags: 0x0000 (uricast)
CHent IF addresy: 0,0,0.0 (0,0.0.0)
your (cllert) TP atidrens 4 106 {10.2,8.108)
NEXT Sérver IP address
Rolay 2000T IP a0dress: 0.0.00
Client var address: Xiamerye 38:2
clent haroware address padding
Server host rave: widdl™1-For3won
oot file rase not given
Nagle cockis: Do
S opeion: (Te33,1s1) OHMCP MESSaGE Typé = DHIP ACK
% oprion: (T=l,led] Sberet Mask = 255.255.285.0
gpcion IF Acdress Lease Tiee = 6 howrs
* gprion Rebtrding Time value = § houra, 135 sirutes
= Oprion: (158, 1wi) Rereal Time Value « 3 howrs
Foption: (ted1,1ed) JF Addresy Loase Tiem « 6 boury
= opefon: (r=128,1w18) pocsTs full securicy seever IF [To0]|
option: (128) ococsis Tull secw ity server IF [Tooo]
Longth: 13 ‘
valve

F Option: (te

00:85:65 33:28:4d8)
000D0000COG000

Right click the root node of the custom option (e.g., option 128) shown on the above figure, and

select Copy->Bytes->Printable Text Only. Paste the copied text in your favorite text editor to

check the address, for example, tftp://192.168.1.100/.

Phone Flash

Yealink IP phones supportobtaining the provisioning server address from the IP phone flash. To

obtain the provisioning server address by reading the IP phone flash, make surethe

configuration is set properly .
To configure the IP phone flash via web user interface:

1. Clickon Settings ->Auto Provision .
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2.  Enter the URL, usemame and password of the provisioning server in the Server URL, User
Name and Password field respectively (the user name and password are optional).

Yealink | 2
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PP A L o
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AP provisornp procesy, the
(d Py Attergst Sxpwed Terseld) s W phone sl donrviced asd
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Voer Corman AR5 Kw rreveee phone
13
g NAC-Drented AES Key wseessne 8 vou can ek dirn 1o gt
e Acwe Daatsed - 110N geapia.
1ooes
Wit Trre(] ~100n)

3. ClickConfirm to accept the change.

After the above configuration is completed, the IP phone will connect to the configured
provisioning server and perform the auto provisioning process by one of the following methods:
Power On, Repeatedly, WeeklyFlexible Auto Provigon, Auto Provision Now, SIP NOTIFY
Message and Multi-mode Mixed. For more information on these methods, refer to Triggering
the IP Phone to Perform the Auto Provisioning on Page 34.

Configuring Wildcard of the Provisioning Server URL

Normally, many phone models may be deployed in your environment. To deploy many phone
models using a unified provisioning server, it is convenient for the administrator to configure a
unified provisioning server URL for different phone models. On the provisioning server, many
directories need to be configured for different phone models, each with a unique directory

name. Yealink IP phones support the following wildcards in the provisioning server URL:

$PN: it is used to identify the directory name of the provisioning server directory where the

corresponding boot files and configuration files are located.

$MAC: it is used to identify the MAC address of the IP phone.

The par staieaute_provjsion.url_wildcard.prDZ i s used to configure
the boot files and configuration files located. For more information on the parameter, refer to
Yealink_SIPT2_Series T19(P) E2 Beries CP_SerieéP Fhones Description of Configuration
Parameters in CFG Files\V/81xiIsx Yealink DECT IRPhones Description of Configuration

Parameters in CFG Files.xlsr Yealink SIPT5 Series CP960_IP_Phones_Description of
Configuration Parameters in CFG Files.xlsx

When the IP phone obtains a provisioning server URL containing the wildcard $PN, it

automatically replaces the character $PN with the value of the parameter
Jstatic.auto_provision.url_wildcard.prDZ conf i gured on the | P phone.
triggered to perform auto provisioning, it will request to download the boot files and
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configuration files from the identified direct ory on the provisioning server.

The value of the parameterjstatic.auto_provision.url_wildcard.prD&ust be configured in
accordance with the directory name of the provisioning server directory where the boot files and
configuration files of the IP phones are located.

The following example assists in explaining the wildcard feature:

You want to deploy SIP-T42G and SIRT46GIP phones simultaneously in your environment. IP
phones are configured to obtain the provisioning server URLvia DHCP option 66. The following
details how to deploy the SIRT42G and SIRT46GIP phones using wildcard feature.

1. Create two directories on the root directory of provisioning server.

2. Configure the directory names of these two directoriestobe j 22GDZnd | T4 6 GDZ
3. Place the associatedboot files and configuration files to the director y created above.

4.  Configure the value of DHCP option 66 on the DHCP sener as: tftp://192.168.1.100/$PN.
5

Configure the val staicaoth_provisien.up widdaanhprbze r ]

The default val ustatioalito_prévisionurh wildcard.pridizrs 420%Hor f or t he
SIRT42G IPphonesa nd Q0 T 4 6 G aT36G P phones. Ifitee d&dulPvalue is different
from the directory name, you need to configure the value of this parameter to be the

directory name on the IP phones in advance.

During startup, I P phones o bfip:dl9h168.11e@0/$pNDE wii ai oni ng s e
DHCP option66, and t hen r epl$NDZ itnh et hcefiTARGRIAT theelSIP-TH2G

IP phonesa n dr46[Dfor the SIP-T46G IP phones When performing auto provisioning, the

SIRT42G IP phonesand the SIRT46G IP phonesfirst request to download the MAC-Oriented

boot file s and configuration files referenced in MAC-Oriented boot file s from the provisioning

ser ver Hp/d924684.10p/T42GDZ n dftp:j/192.168.1.100/T 4 6 @dpéctively. If no

matched MAC-Oriented boot fil es are found on the server, the SIRT42G IP phones andthe

SIRT46G IP phones request to download the common boot files and configuration files

referenced in common boot files from the provisioning server address

Jtftp://192.168.1.100/T 4 2 G DZtftp:#182 .568.1.100T 4 6 @<p&ctively.

I f the URL i $ftp:A182ri68ilJo0/SRNBMACSH00fDZ on t he DitHCP server,
SIRT42G IP phonesand the SIRT46G IP phoneswi | | repl ace $ANDZ wic4A2@B®Zp Tt er s |

a n dr46{aZ r e s p gndtreplace theycharactersj $ MACDZ wi t h their MAC addr esse
example, the MAC address of one SIPT42G IP phone is 00156543EM®7. When performing auto

provisioning, the IP phone will only request to download the 00156543ec97boot file and

configuration files referenced in the 00156543ec97.boot file from the provisioning server

addr #tg:/A92]168.1.100/ T42GDZ

For more information on boot files, refer to Managing Boot Files on page 11.
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Triggering the IP Phone to Perform the Auto

Provisioning

This chapterintroduces the following methods to trigger the IP phone to perform the auto
provisioning process:

Power On

Repeatedly

Weekly

Flexible Auto Provision

Auto Provision Now

Multi -mode Mixed

SIP NOTIFYMessage

Auto Provisioning via Activation Code

When there is an active call on the IP phone during auto provisioning, the auto provisioning
process will detect the call status every 30 seconds. If the call is releasedvithin 2 hours, the auto
provisioning process will be performed normally. Otherwise, the process willend, due to timeout.

Power On

The IP phoneperforms the auto provisioning process when the IP phone is powered on.
To activate the power on mode v ia a web user interface :

1. Click on Settings ->Auto Provision .
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2. Mark the On radio box in the Power On field.

Yealink |
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Fane & Date Auty Provison
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i M COrAgeaton fies from the
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Voxr Canmmmr ALS Swy Seopress ) ou cs chok hars 1 gat
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Or & O
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Facvey Time Expre( 01 20m0) 0

3. ClickConfirm to accept the change.

Repeatedly

The IP phoneperform s the auto provisioning process at regular intervals. You can configure the
interval for the repeatedly mode. The default interval is 1440 minutes.

To activate the repeatedly mode via web user interface:

1.  Click on Settings ->Auto Provision .

2. Mark the On radio box in the Repeatedly field.
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3. Enter the desired interval time (in minutes) in the Interval (Minutes) field.

Yealink | s
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Iractvey Time Egm(d~120mn]

4. Click Confirm to accept the change.

Weekly
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The IP phoneperforms the auto provisioning process at a random time every

week/month/quarter . Youcan configure what time of the day and which day of the week to

trigger the IP phone to perform the auto provisioning process . You can also configure a regular

week interval to trigger the IP phone to perform the auto provisioning process . You can specify

the delay time to perform an au to provisioning process when the IP phone is inactive at regular

week. For example,you can configure the IP phone to check and update new configuration only

when the IP phone has been inactivated for 10 minutesb et we en 2 tindghe Biorming c | o ¢ k
every Monday for a 4-week interval.

If you configure two or more days in a week, the auto provisioning only occurs at a random day.
To activate the weekly mode via web user interface:

1. Click on Settings ->Auto Provision .

2 Mark the On radio box in the Weekly field.

3 Enter the desired upgrade interval in the Weekly Upgrade Interval(0O~12week) field.
4.  Enter the desired value in the Inactivity Time Expire(0~120min) field.
5

Enter the desired time in the Time field.
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6. Checkone or more checkboxes in the Day of Week field.

Yealink | 2
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7. Click Confirm to accept the change.

Flexible Auto Provision

The IP phone performs the auto provisioning process at a random time on a random day within
a specific period of time. Therandom day is calculated on the basis of the phone's MAC address.
You can specify an interval and configure what time of the day to trigger the IP phone to
perform the auto provisioning process .

For example, you can configure the IP phone to check and update new configuration between 1
and 6 0 § c linahe knorning for a 30-day interval. The IP phone will perform an auto
provisioning process at a random time (e.g., 03:47) on a random day (e.g., 18) based on the
phone's MAC address.

Note that the update time will be recalculated if auto provisioning occurs (e.g., Auto Provision
Now) during this specific period of time.

To activate the flexible auto provision m ode via web user interface:

1. Click on Settings ->Auto Provision .
2. Mark the On radio box in the Flexible Auto Provision field.

3. Enter the desired value in the Flexible Interval Days field.

37



Yealink IP Phones Auto Provigning Guide

4. Enter the desired start time and end time in the Flexible Time field.
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5. Click Confirm to accept the change.

Auto Provision Now

You can useauto provision now mode to manually trigger the IP phone to perform the auto

provisioning process immediately.

To use the auto provision now mode via web user interface:

1. Click on Settings ->Auto Provision .
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2. Click Autoprovision Now .
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The IP phonewill perform the auto provisioning process immediately.

Multi -mode Mixed

You canactivate more than one method for auto provisioning. For example, you can activate the
JPower OnDZ a n d
provisioning process when it is powered on and at a specified interval.

SIP NOTIFY Message

The IP phone will perform the auto provisioning process when receiving a SIP NOTIFY message
theshead®zZr WhEVaeRT :
o Sip.notify gebgoaanableDZ t elrf

wh i

on

settoOandt h e

ch
t he

contains

val ue

header

of

t he

EdR gndBea simultaneously. The IP phonewill perform the auto

tbbketPk

the IP phone will reboot immediately. For more information on the parameter
jsip.notify_reboot_enableDZefer to Yealink SIPTZ2_Series T19(P) E2_Beries CP_Serie?

phone
jt keeto y @ theivalueiiss
SI'P NOTIFY message

Phones Description of Configuration Parameters in CFG Files\V/81xlsx Yealink DECT IRFPhones
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Description of Configuration Parameters in CFG Files.xlsgr

Yealink_SIPT5 Series CP960 IP_Phones Description of Configuration Parameters in CFG

Files.xlsx
This method requires server support.

The following figure shows the message flow:

Server

Motify

Phone

Eventcheck-syne; rebooi=ture

200 OK

'

) J

Auto Provisioning via Activation Code

In addition to the updating modes introduced above, users can trigger |P phones to perform

auto provisioning by dialing an activation code. To use this method, the activation code and the

provisioning server URLneed to be pre-configured on the IP phones. This method works only if

there is no registered account on the IP phone. It is normally used for IP phones distributed by

retail sales. It has the advantage that the IP phones do not need to be handled (e.g., registering

account) before sending them to end -users.

Preconfipured with activation codes(*123
and #456) and the provisioning server URLs
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The following lists the processes for triggering auto provisioning via activatio n code:

1. Create multiple directories (e.g., T23G_1 and T23G)2n the provisioning server.
2. Store boot files and configuration files to each directory on the provisioning server.
3. Configure a user name and passwordfor each directory on the provisioning server.

The username and password provides a means of conveniently partitioning the boot files
and configuration files for different IP phones. To access the specified directory, you need

to provide the correct user name and password configured for the directory.
4.  Configure unique activation codes and the provisioning server URLs on IP phones.

The activation code can be numeric characters, speciat har acters J #DZ J *DZor a c
of them within 32 characters.

The following are example configurations in the configuration file for IP phones:
static.autoprovision.l.code = *123
static.autoprovision.l.url = http://192.168.1.30/T23G_1/
static.autoprovision.2.code = *456
static.autoprovision.2.url = http ://192.168.1.30/T23G_2/
5.  Sendthe specified activation code, associated user name and password to each enduser.

6. The user can £t up the IP phone, and then input the activation code (e.g, *123) after the
phone startup.

The LCD screen will prompt the following dialog box:

Mo Service

Lo vmarmavmaves vt B RO T0 et rermaiea o)

Frowvizion now?

7. Pressthe OK soft key to trigger the IP phone to perform auto provisioning .

The LCD screen will promptthe following input box:

——AutoF Authority

Cancel m Delet

8.  Enter the user name and passwordin the User Name and Password field respectively.

The entered user name and password mustcorrespond to the directory where the boot

files and configuration files of the IP phone are located. If you enter invalid user name or

password, the LCD screen will prompttheme s sage J Wrong user name Or pas:
prompt message will disappear in two seconds, and the LCD screen will return to theidle

screen.You need to input the activation code again to trigger the auto provisioning
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process.

The IP phone downloads the specified configuration files in sequencein boot files from the
provisioning server to complete phone configurations. For more information on boot files
and configuration files, refer to Managing Boot Files on page 11 and Managing
Configuration Files on page 15.

The entered user name and password will be saved to the IP phone for next auto provisioning.

The LCD screen will not prompt for user name and password if the provisioning server does not
require authentication, or the user name and password are already saved on the IP phone.

The following parameters are used to configure the auto provisioning via activation code
method (X ranges from 1 to 50):

#(Optional.) Configure the code name for triggering auto provisioning.
static.autoprovision.X.name

#Configure the activation code.

static.autoprovision.X.code

#Configure the URL of the provisioning server.

static.autoprovision.X.url

#Configure the username and password for downloading boot files and configuration files. If

configured, the LCD screen will not prompt for user name and password.
static.autoprovision.X.user

static.autoprovision.X.password
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Downloading and Verifying Configurations

Download ing Boot Files and Configuration Files

After obtaining the provisioning server address in one of the ways introduced above, the phone
will request to download the boot files and configuration files from the provisioning server when

it is triggere d to perform auto provisioning.

The IP phone will try to download the MAC-Oriented boot file firstly and then download the
configuration files referenced in the MAC-Oriented boot file in sequence from the provisioning
server during the auto provisioning process. If no MAC-Oriented boot file is found, the IP phone
will try to download the common boot file and then download the configuration f iles referenced
in the common boot file in sequence. If no common boot file is found, the IP phone will try to
download the Common CFG file firstly, and then try to download the MAC -Oriented CFG file

from the provisioning server.

If the access URLs of theresource files have been specified in the configuration files, the phone
will try to download the resource files.

Resolving and Updating Configurations

44

After downloading, the phone resolves the configuration files and resource files (if specified in
the configuration files), and then updates the configurations and resource files to the phone
flash. Generally, updated configurations will automatically take effect after the auto provisioning
process is completed. For update of some specific configurations which require a reboot before
taking effect, for example, network configurations, the IP phone will reboot to make the

configurations effective after the auto provisioning process is completed.

The IP phonecalculates the MD5 values of the downloaded files before updating them . If the
MD5 values of the Common and MAC-Oriented configuration files are the same asthose of the
last downloaded configuration files, this means these two configuration files on the provisioning
server are not changed. The IP phonewill complete the auto provisioning without repeated
update. This is used to avoid unnecessary estart and impact of phone use. On the contrary, the

IP phone will update configurations.

The laest values to be applied to the IP phone are the values that take effect.

The phone only reboots when there is at least a specific configuration requiring a reboot after
auto provisioning. If you want to force the IP phone to perform a reboot after auto provisioning,
you can configure Jstatic.auto_provision.reboot_force.enable = 1 Difi the configuration file.

For more information on the specific configurations which require a reboot during auto
provisioning and the parameterj st at i c. aut o_provi s,reeentor eboot | force
Yealink_SIPTZ2_Series T19(P) E2_T4_Series IP PhoBescription of Configuration Parameters in
CFG Files_V81.xIs¥ealink IP DECT Phones Description of Configuration Parameters in CFG
Files.xIs)or Yealink SIPT5 Series CP960_IP_Phones_Description of Configuration Parameters if
CFG Files.xlsx

.enab
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Downloading and Verifying Configurations

If configuration files have been AESencrypted, the IP phone will uses the Common AES key to
decrypt the Common CFG fileand the MAC-Oriented AES keyto decrypt the <MAC>.cfg file
after downloading the configuration files. For more information on how the IP phone decrypts
configuration files, refer to Yealink Configuration Encryption Tool User Guide

Using MAC-local CFGFile

Uploading and downloading the <MAC>  -local.cfg file

You can configure whether the IP phone uploads the <MAC> -local.cfg file to the provisioning

server( or a specifiedstiRduttconpni guireido by oncsthedilm. sync. pat hL
changes for backing up this file, and downloads the <MAC> -local.cfg file from the provisioning

server (or a specifietd URLc o n f i g ustatioch uliyo Jpr ovi si on.)dwisgtagton. sync. pat hL
provisioning to override the one stored on the phone. This process is controlled by the value of

t he par statieatuetro _jpr ovi si on. custom. syncDZ

Updating configurations in the <MAC> -local.cfg file

You can configure whether the IP phone updates configurations in the <MAC> -local.cfg file

during auto provisioning. This process is controlled by the value of the parameter
jstatic.auto_provision.custom.protectDX the IP phone is configured to keep user personalized

settings (by settingtheva | ue of t h statipauto_gnoMsiorecustoin.protectDZ t ,at will )

update configurations in the <MAC>-local.cfgfile.] f t he value of the parameter J o
issettolinthe bootfile,t he val ue of the par amestteam.]psnibied cct. RZZut o_pr

forced to set to 1.

The IP phone updates configuration files during auto provisioning in sequence: CFG files
referenced in the boot file >MAC-local CFG file (if no boot file is found, Common CFG
file>MAC-Oriented CFG fileeMAC-local CFG filg. The configurations in the <MAC> -local.cfg file
take precedence over the ones inother downloaded configuration files. As a result, the
personalized settings of the phone configured via the phone or web user interface can be kept

after auto provisioning.

Note that if the personalized settings are static settings, they cannot be kept after auto
provisioning because the static settings will never be saved in the <MAC>-local.cfg file.

For more information, refer to Yealink SIPT2_Series TI%)
E2 T4 _Series T5 Series_GBries IP_Phones_Administrator_Guide/81 Yealink DECTIP Phone
Administrator Guide _V81or Yealink SIPT5 Series CP960 IP_Phones Administrator Guide

Verify ing Configurations

After auto provisioning, you can then verify the update via phone user interface or web user

interface of the phone. For more information, refer to Yealink phone-specific user guide.

During the auto provisioning process, you can monitor the downloading request s and response
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messages by a WinPcap tool. The following shows some examples.

Examplel: Yealink SIRT23GIP phone downloads the boot file and configuration files from the
TFTPserver.
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Example 2: Yealink SIRT23GIP phone downloads the boot file and configuration files from the
FTPserver.

Example 3: Yealink SIRT23G IP phone downloads boot file and configuration files from the
HTTPserver.
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Troubleshooting

This chapter provides general troubleshooting information to help you solve prob lems you

might encounter when deploying phones.

If you require additional information or assistance with the deployment, contact your system
administrator.

Why does the IP phone fail to download configuration file s?

Ensurethat auto provisioning feature is configured properly.

Ensurethat the provisioning server and network are reachable.

Ensurethat authentication credentials configured on the IP phone are correct.
Ensurethat configuration files existon the provisioning server.

Ensurethat MAC-Oriented boot file and common boot file d o negi$t simultaneously on
the provisioning server. If both exist, the IP phone only downloads MAC-Oriented boot file
and the configuration files referenced in the MAC-Oriented boot file.

Why doe s the IP phone fail to authenticate the provisioning server during auto

provisioning ?

Ensure that the certificate for the provisioning server has been uploadedtothep hone 9 s
trusted certificates list. If not, do one of the following:

- Import the certificate for the provisioning servert o t he phone@gs trusted cert
(at phone §gSecuntye bTrugted Cértificates ->Import Trusted Certificates ).

- Disable the IP phone to only trust the server certificates in the trusted certificates list
(at phone §Secuntye bTrupted Cértificates ->Only Accept Trusted
Certificates ).

Why does the provisioning server return HTTP 4047

Ensurethat the provisioning server is properly set up.
Ensurethat the access URLis correct.

Ensurethat the requested files exist on the provisioning server.

Why does the IP phone display "Network unavailable"?

Ensurethat the Ethernet cable is plugged into the Internet port o n the IP phone and the

Bhernet cable is not loose.
Ensurethat the switch or hub in your network is operational.

Ensurethat the configurations of network are properly set in the configuration files.
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Why is the permission denied when uploading filesto  the root directory of the FTP server ?

Ensure that the complete path to the root directory of the FTP server is authorized.

Check security permissionson the root directory of the FTP server, if necessary, change the

permissions.

Why d o e s thejlR phone obtain the IP address from the DHCP server?

Ensurethat settings are correct on the DHCP server.

Ensurethat the IP phone is configured to obtain the IP addressfrom the DHCPserver.

Why d o e sthejlR phone down load the ring tone ?

Ensurethat the file format of the ring tone is *.wav.

Ensurethat the size of the ring tone file is no larger than that the IP phone supports.
Ensurethat the properties of the ring tone for the IP phone are correct.

Ensurethat the network is available and the root directory is right for downloading.

Ensurethat the ring tone file exists on the provisioning server.

Why d o e sthejlR phone update configurations ?

Ensurethat the configuration files are different from the last ones.
Ensurethat the IP phone has downloaded the configuration files.
Ensurethat the parameters are correctly set in the configuration files.

Ensure that the value of the parameterjstatica ut o _pr ovi si onissetuts@lbitm. pr ot ect Dz
is set to 1, the provisioning priority is as follows: phone/web user interface >central

provisioning >factory defaults. A setting you make using a lower-priority method does not

apply to or override a duplicate setting made using a higher -priority method.

For more information , refer to Yealink SIPT2_Series T19(P)

E2 T4 _Seried5_Series CFR5eries/P_Phones_Administrator_GuideV81 Yealink DECT IP
Phone Administrator Guide_\V81or

Yealink_SIPT5_Series CP960 IP_Phones Administrator_Guide
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Glossary
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MAC Address: A Media Access Control address(MAC addresg is a unique identifier assigned to
network interfaces for communications on the physical network segment.

MD5: The MD5 Message Digest Algorithm is a widely used cryptographic hash function that
produces a 128-bit (16-byte) hash value.

DHCP: Dynamic Host Configuration Protocol (DHCP is a network configuration protocol for
hosts on Internet Protocol (IP) networks. Computers that are connected to IP networks must be
configured before they can communicate with other hosts.

FTP:File Transfer Protocol(FTB is a standard network protocol used to transfer files from one
host to another host over a TCP-based network, such as the Internet. It is oftenused to upload
web pages and other documents from a private development machine to a public web -hosting
server.

HTTP: The Hypertext Transfer Protocol (HTTB is an application protocol for distributed,
collaborative, hypermedia information systems. HTTP isthe foundation of data communication
for the World Wide Web.

HTTPS: Hypertext Transfer Protocol Secure(HTTP$ is a combination of Hypertext Transfer
Protocol (HTTP) with SSL/TLS protocol. It provides encrypted communication and secure

identification of a network web server.

TFTP: Trivial File Transfer Protocol (TFTP) is a simple protocol to transfer files. It has been
implemented on top of the User Datagram Protocol (UDP) using port number 69.

AES:Advanced Encryption Standard (AES is a specification for the encryption of electronic data.

URL: A uniform resource locator or universal resource locator (URL) is a specific character string
that constitutes a reference to an Internet resource.

XML: Extensible Markup Language(XML) is a markup language that defines a set of rules for
encoding documents in a format that is both human -readable and machine-readable.



Glossary
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Appendix

Configuring an FTP Server

Writpd and FileZilla are free FTPapplication software for Windows. This section mainly provides
instructions on how to configure an FTP server usingwvftpd for Windows. You can download
wftpd online: http://www.wftpd.com/products/products.html  or FileZilla online:

https:/ffilezilla -project.org.

We recommend that you use vsftpd as an FTP server for Linux platform if required.

Preparing a Root Directory

To prepare a root directory:

1. Create an FTProot directory on the local system (e.g., DYFTP Directory).
2.  Placethe boot files and configuration files to this root directory.
3.  Set the security permissims for the FTP directory folder.

You needto define a user or group name, and set the permissions: read, write, and modify.
Security permissions vary by organizatiors.

An example of configuration on the Windows platform is shown as below:

Gereeal | Shanng  Secutly | Customize

Group of user names
mm:tmm#al [VANS TDS0\Admarustr stors) ~
€ CREATOR OWNER
miwm
€] HAl Jame: ab#@®myservemama. com|

R svsTEm v
< >

Pemusuons for Everyone

Full Cortrol

Moddy

Fead L Execute
Liat Folder Contents
Read

Wite

€ manied Dasesinainee

For special permissions of for advanced settngs, [~ |
chek Advanced [_.A_q‘:t‘!-d_)
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Configuring an FTP Server

To configure awftpd server:

1.

3.

Download the compressed file of the wiftpd application to your local directory and extract

it.
Double click the Wftpd.exe .

The dialogue box of how to register is shown as below:

How to Register

In an effort to reduce the number of emails | get that azk me
"How do | register?’, I'd just like to note that you can find this
information by opening the "Help"* menu, and selecting the
option "Registering'".

S that you don't think this is a nag, I've given you the option to
disable this dialog below, but please only do that if vou feel you
can remember how to register.

[ Okay. | understand that - don't show me this dialog again.

Check the check box and clickOK in the pop -up dialogue box.

Thelog file of the wftpd application is shown as below:

W e deskton AT WD (=

e Gt View l.oqqng Mossagﬂ ﬁqu 'ﬁlp
.|l -001] 2015/3/20 17:39:16 Webcome to WFTPD - we are listening 1o 3il unused I sddresnes.
™ 007] 201503720 17:3%16 The first addeess senigned 1o yoor system is 127.0,0.1
@ 007 2015/3729 17:15:16 But you might be reached ot & nember of ather addresses.
J[® 001) 2015{37/20 17:39:16 Check with your network administrators for the address that is reachable from the Intern
@ -007] 2015{320 17:35:16 WFTPD is listening on port 21, standard Ry
101 20153720 17:35:16 Program will he kitled ty WM_ENDSESSION message
R -001] 201543728 17:39:16 Unregistered version - for instractions on registering,
hl A01] 2015{3720 17:3%:16 select the "Registering”™ option from the "Help' menu

P B

foe Melp, press Fi 1 socket 0 users NUM

Click Security ->Users/rights .

M £\ deckiog\1FTF - WFTPD SR
Flo Edt View togging Messages [Secirmy | Help :

‘]l -N01) 20153720 17:39:16 Welcame Genaral_. g 10 a1l unused WP addresses,

¥ -001] 20150328 17:3%:16 The first 2 tenearriahts. tem s 127.0.0.1

¥ 001] 20153720 17:3%16 But you 1 e 1 of othet addeesses,
®-007) 20153729 1 7:3%16 Check wit Host/net. 15 for the nddress that is reachable from the lntern

[® -001) 201503720 17:3%16 WFTPD is mwmzmninrd o

'|l 001] 20153720 17:35:16 Program will be ki¥icd by WM_ENDSESSION maossage
|l I07] 201503720 173916 Unregistered version - for Instructions on registerdng,
|l 001] 201503720 17:39:16 select the "Registering” option from the *Melp' menu.

|« n ‘

Add. defete, or change users, passwords and home dienctornies 1socket 0 users NUM
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5.

6.

7.

Click New User.

User / Rights Security Dialog

EEE S -

User Name:

User default

| Mew User... | |

Done

[~ Restrict to home directory and below

Home |

Help

[ Eronse.. |
Rights >

Enter a user name (e.g., testl) in theUser Name

field and then click OK.

User / Rights Security Dialog

=

User Name: |default hd |
User defa) New User
Mew Ok
User Mame:  |test
Cancel
Home el

Help

(kg
LL

Rights »»

Enter the password of the user (e.g., testl) created above in theNew Password and Verify

Password field respectively, and then click OK.

User / Rights Security Dialog

User Mame:

User test

Mew U

-

Change Password

[one

Mew Paszward: | ””””” ok |
G |

Werify Password: |7 ﬁ

Haome

:

Help |

Help

Rightz >»

8. Click Browse to locate the FTP root directory from your local system.

User / Rights Security Dialog

()

j Done

Help

Uszer Mame: | test]
User test]
Mew User... | Delete | Change Pass... |
™ Restrict to home directory and below
Home

|E:\DESKTDP\EUNFIGUHATIDNFILE |Br0wse... |

9. ClickRights>> and assign the desired permission for the user (e.g., testl) created above.
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10. Check the check boxesof Read, Create Files/Dirs , List Directories and Overwrite/Delete

to make sure the FTP user has the read and write permission.

User / Rights Security Dialog @
User Name: |test1 j [lone
User test
MHew User... | Delete | Change Pass... |

[ Restict to home directory and below

Home |E:\DESKTDP\EDNFIEUHATIDN FILE Browse. ..

Rights for user testl

Directary: | j Browse... | Remove |

Rights for directary *

I+ Fead ¥ Create Files/Dirs

¥ List Directaries v Owenarite/Delete

11. Click Done to save the settings and finish the configurations.

The server URL Jftp:// user nambelPhadesswobdthed @ P/ DZ ( Her e ] |
provisioning server, JusernameDZand JpasswordDZare t|
exampl etestlj123456@10.3.6.234 DZ i s wher e t he bdoFilepahdne downl oad s

configuration files from.

Before configuring a wftpd server, ensure that no other FTP servers exist in your local system.

Configuring an HTTP Server
This section provides instructions on how to configure an HTTP server using HFS tool. You can
download the HFS software online: http://www.snapfiles.com/get/hfs.html .
Preparing a Root Directory

To prepare a root directory:

1. Create an HTTProot directory on the local system (e.g., DYHTTP Directory).
2. Placethe boot files and configuration files to this root directory.

3.  Set the security permissionsfor the HTTPdirectory folder.
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You need to define a user or group name and set the permissions: read, write, and modify.

Security permissions vary by organizatiors.

An example of configuration on the Windows platform is shown as below:

Group of user names

€% CREATOR OWNER
miwm

R svsTEm

<

Pemussons for Everyone

Gereeal | Shanng  Secutly | Customize

mMmzhdmx [VANS TDS0\Amarustrstors ) ~

€ Hit James: abd@my servermams. com|

Full Control

Moddy
Resd L Execute
Luat Folder Contents
Read

Wite

Commms o) Do msmn s

chek Advanced

For special permutsions of tor advanced settngt [—'Aags:ed )
| ]

Configuring an HTTP Server

HF S

tool

S

an

To configure a n HTTP server:

execut atneedtomgaflit. i cati on,

1. Download the application file to your local directory, double click the hfs.exe.
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2.

The main configuration page is shown as below:

& HFS ~ HTYP File Server 2.2 Build 15% ]
& Meu | D Pot 5000 | @8 Yeu we i Expet vode

0 Opeo nbrowser  Wip /210 211 1018280/

Vil Fie Sinten 109

/| 7:23:24 Chack update: 1o nav version

@ P T Fleewe L Sws Spend  Tmelek

Commections: 0 Out: 0.0 KB/s Irv 0.0 KBys Total Cuti 00 Total Im 08 VFS: 0 Rems

Click Menu in the main page and select the IP address of the PC fromIP address.

# 55 ~ HTTP Fle Serves 2.3 Bulld 155 Sk X
’u Merns | Por 2020 | S8 You ae 0 Expett node
+ Self Temt e

Edr HTML temgolate

Other options ’

Uple L |

ploaad ‘"m Log
Start/Ext ’
Virbaal Fiw Systam N 24 Chack apdate: mo new version
ol F

Lerets ’

Flash taskbutton »

Frgerprety ’

Accept rz:rr-rﬁonvl on : 162 168,087

Dynamic C,N> updater 192 168.172.1

U iy R
. '

LUpdates ‘

| W Donatel Cuntzm

> Dow't indude port in URL
‘ %"‘"d file system. :,L'hc,‘ Find eatatnal sddress
bl Savefle systems  CirleS | oty saarch for better address
XK Clear Sle syrtern "

Save options ’

Help ’
Web Gnks 4

Urinstall HFS '“ ', - S —Y |
{Fleramn b o v lat X
L) About v

| ) Switch OFF 3 ]

Eer

Connections; 0. Out: 0.0 KH/s: Int 00 XB/s Total Outi 0B Total bx 08 VFS: 0 ems
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The default HTTP port is 8080. You can also reset the HTTP port (make sutthere is no port
conflict).

B HFS ~ HTTP File Server 2.2 Buwld 155

&l Meru D Por 5080 | @ You ae s Expedt et

5 Open o beowsey iz /l/

10211 1. sew

Leg
Poet { Check updates no rew version
Specty a port to acept connection

o lewrvn anplty 1o decde autormatcaly

505 |

Fhenave L%

Sty Speed  Tivelen

Connections: 0 Oum 0.0 KB/s  In

v 00 XB/s Total OQut 08 Total Im 0 8 W¥5: 0 tems

3. Rightclick the . icon on the left of the main page, select Add folder from disk  to add

the HTTP Serverfoot directory.

B HFS ~ HTTP File Servar 201 Bulld 155 -1l T
& Mary M Pot 22Q

88 You mem Ecent mods

(.‘ Dpwein beosess N /A0.2 31 107 20560

Wty Pl Spsten Leg
n — At " s
ok update: no new Yersion
Add Hes..
r 4 .
NeW errpty fo'der
O New link
fcdvanced ’

Copy URL address  Ctrl.C
 Browse it Fa
Comment...

Bind root to res-folder

user/pass.

trict access L4

Custamized reaim..,
v Beansable
v Acchweble

’
2y Why 11 upioad disabled?
Hide tras
Auto-hide empey folders
O, w s b Saan Spead  Twne bet
Hide file extention i isting
Cannsctions: 0 Oue: Q0 KB4 In: 0.0 KB /s Totsl Qut:0 B Total In: 0 B VFS: 551 iterrm

not savet
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4. Locate the root directory from your local system.

B HFS - TP Sl Sena 23 bt Bk 275 |

W P asdun e A Speed Teme. Progreu

e 0.0 Ky

5. Check the server URL(e.g., htp:// 10.2.11.101:8088ProvisioningDir) by clicking jOpen in

browser DZ

6. (Optional.) Right click the root directory name (e.g., ProvisioningDir), and then selectSet

user/ passA

7. (Optional.) Enter the desired user name and password for the root directory in the

corresponding fields and then click OK.

Insert the requested user/pass @

Usemame 123

Paszword

d BT

Re-type pazswor

) (o

Yealink IP phones also support the Hypertext Transfer Protocol with SSL/TLHTTPS) protocol for
auto provisioning. HTTPS protocol providesthe encrypted communication and secure
identification. For more information on installing and configuring an Apache HTTPS Server, referd
the network resource.

Configuring a DHCP Server

This section provides instructions on how to configure a DHCP serverfor Windows using DHCP
Turbo. Youcan download this software online: http://www.tucows.com/preview/265297 and

install it follow ing the setup wizard.
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Configuring the DHCP Turbo

Before configuring the DHCP Turbo,make sure:
The firewall on the PCis disabled.

There is no DHCP server inyour local system.

To configure the DHCP Turbo:

1. To gart the DHCP Turbo application, double click localhost .

2. Click the Login button (the login password is blank) to log in.

£ DHCP Turbo on cahost
Gw Edt Yew Bndegy Tochs Hel

A8 YRz o0 58

= Login
Lepn

Pusewd | _L;:""

Raacy

3. Right click Scopes and select New Scope.
Configure the DHCP server name, the DHCP IP range and theubnet mask.
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6.

Click OK to accept the change.

A3, DHCF Tunts on Ioiahnt [moded) - = W =
Be fde Ywn Endngy Isoh Help

2 & rulB R D5 H N

[Fareers
=@ iscalhent
[ [ U Leope
|- Bl o &=
— E Wt Pulinian Tcape
Juuu ¥ eriv
| i Types
' ~ Brenper ’:"*”‘—“
IACTZ w0 vwe
Serziption
foet
Laans
T thlimited
Dare Nows LT
R I 3
) E— O |

You can add a custom option via DHCPTurbo. SelectOption Type s, right click one of the

options on the right of the main page, and then select New Option Type .

13 DHCP Turke en loxathont (wodilieds [Egy———)
Be fde Yew Biedings Icoh Help

R g yr2R 02 50 8

Farvers
[ Srad t -
S iclent fllw [ Staded tytiee -
Ry [T Ta {oprien T ~
|- B s I Bigic cockae
¥ (Wt Palisind - Howa divwet wry
= Wieerm -3 Herdsars sdbrers Lmgth New Option Tpoe. nmv_ : =
. :;I ::x fils o P
= Dbast wmb o el
- Tine affueh
am Owtwers * Ca nlsx
N Tine sovers ¢ Crlet
- WNLE nane maevers D
D Domuin sms servars L I Ll s
=& Loy savers B = ~
e Cocks W/Ouet s sarvary -
- LR cmvwr s Sehect A Cileh
8w Isgracs sarves -
i I yervers & Bl Cil+F
" ey R properies Cirlep
8] Boar £ile give :
e Barit b (ide
i Domals rans
s fawp mevery
v Beat paik
& Srtannicen yath
e IF fmewdine
8™ Meelecal twmce Tealing
- R R =
Besaription
[Zptsition o dovice & hawdome sddivss trpm
) — )|
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7.

8.

Set the custom DHCP option (custom DHCP option tag number ranges from 128 to 254)
and select the option type (Yealink supports string and ipaddress option type s only). Click
the OK button to finish setting the option properties. Click Q’ to save the change.

S HEY Turbo au lacalhuat
[ﬂ} »Rdu» !l,' linduyu ;«ll u-_h

@ & AR AR O &N

I &.h- Types T [128 =
+-[JSaed Policies

- ;ﬂ Ezelusions Faae [7"75'"'"
' @Du»u. type [Obit :l
st

16hie
Deseri e PL

|iu§dﬂu

time

beal
hardvars_sédrecs
swhencaded
dns_nwsa

L& | cwea | -

Servers I ¥
= lecallust
“?qﬂ:copn T | j

:--b!wm

Specifies 4 device s hardvwre eddress type

Click Named Policies -->Global, right click the blank area on the right of the main page

and then select New Option .

Bl Edt Yiew Bindngs leck bep

d 8 FoRERX s W

Termes T [ B | Yalwe ]
= W iszdiean
S0k
Do Exctunices
= Db Tolions ISR
L Lo oy Undo Crfe2
Qa,nn Tryer
= fssgen O fiacs
Focrsever » g Carlax
y Copr Colel
L .
&) Qetere v
= ped. Cilef
R e Wies
|« .
Add & mew cotion %o this pelcy JI
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9. Scroll down and double click the custom option 128.

10. Fill the provisioning server address in the input field.

11. dClick the OK button to finish setting a custom option.

12. Click & to save the change.

Add the Option 66 via DHCP Turbo

You can add the option 66 via DHCP Turbo.The following shows the detailed processes.
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